Privacy Policy

1. Introduction

This is the Privacy Policy of D&D Leasing UK Limited of Studio 404, The Light Bulb, 1 Filament Walk, London, SW18 4GQ.Your
privacy and security is of the utmost importance to us.

This policy sets out the basis on which any personal data we collect from you (or others provide to us), will be processed by us and
shared with third parties. Please read our Privacy Policy carefully.

We have put in place a number of measures to ensure that any personal data we obtain from you is processed and maintained in
accordance with legal requirements and the accepted principles of good information handling in accordance with the Data
Protection Act 1998 (the “DPA”) and the UK General Data Protection Regulations (‘UK GDPR”).

The Data Controller is D&D Leasing UK Limited. We determine the purposes for which and the manner in which your personal data
will be processed.

2. Who does this Privacy Policy apply to?

This Policy applies to customers who seek finance facilities from us. It will cover how we process data in connection with the initial
finance application and then our ongoing management and servicing of the account. As well as individuals, “customers” will also
include partnerships, unincorporated and incorporated bodies (including limited companies and limited liability partnerships). This
policy also applies to guarantors.

Although in general the legal requirements only apply to the handling of personal data in relation to individuals, we also seek to
apply the same standards of good information handling in respect of all customers.

Where there are two or more persons named in the finance agreement, this Policy applies to each of them separately.

Before we provide services, goods or financing to you, we undertake checks for the purposes of preventing fraud and money
laundering, and to verify your identity. These checks require us to process personal data about you.

3. What is personal data?

This is any information that either alone, or in combination with other information, would identify a person as a living individual.
Details of the personal information that will be processed include, for example, name, address, date of birth, contact details,
financial information, employment details and device identifiers including IP addresses.

4. How we collect your personal information

We may as a result of your interaction with our website and when you apply for finance, process and store your information on our
computer systems and our manual files. We will also collect and store personal and financial information about you when you or
an introducer provide us with information over the telephone or by email, and when we access information held by credit reference,
fraud prevention and business information agencies about you. We also collect personal information when we communicate with
you during our servicing of your agreement with us.

The personal data you have provided, we have collected from you, or we have received from third parties will be used to prevent
fraud and money laundering, and to verify your identity.

We will collect the data shown below, whether or not you become a customer in connection with your application. If you become
a customer we will use it to manage and service your account.

5. The types of data we collect and use
The type of data we collect and the reasons why include the following:

e Credit Assessment. We collect personal and financial information from you and from credit reference agencies (CRAs) and
fraud prevention agencies to help us carry out identity checks and to assess your ability to meet your financial commitments
and to check that you are creditworthy. Where you have applied to act as a personal guarantor we will assess your financial
suitability to act as a guarantor.

For individuals, such information includes your current and recent addresses, whether you are on the electoral role, your age,
email address and telephone number, whether you are a home owner or tenant, personal data about bank accounts, credit
cards, mortgages and other agreements that involve a credit arrangement like utilities and communications contracts
(including mobile and internet) and how you are meeting your payment obligations to these organisations and whether you
have any court judgments. We will also search and record information gathered from the Land Registry to confirm your property
ownership.

We may also collect information about a business you own or are involved with including requesting financial records, such as
accounts and information held by public bodies such as Companies House. Similar information will also be collected where
you are an incorporated body and may include your registered office, business addresses and contacts details, bank details,
VAT number, number of employees, business history and information gathered from credit information providers to inform us
about your financial performance and credit standing.

e Prevent and detect crime: We collect personal and financial information from you and from CRAs, fraud prevention agencies
and public or government bodies to help us to detect and prevent crime and fraud and to verify your identity (or in the case of
an incorporated body, its beneficial owners) under our anti-money laundering obligations. We and fraud prevention agencies
may also enable law enforcement agencies to access and use your personal data to detect, investigate and prevent crime.

e Servicing of your facility: The information we collect will enable us to communicate with you about your finance facility and to
service your account, for example to issue statements, to process your payments onto our systems, to contact you about any



missing payments and to trace you. We will make a record of our communications with you and your account activity to help
us to monitor and manage your account, check that we are providing an adequate service and to help us to deal with any
complaints. We will collect information about your bank account to enable us to process your rental or finance repayments.

e Improve our services and products: We will use your information, for research, assessment and analysis (including market
and product analysis) and to develop and improve our services to you and other customers.

6. The legal basis for processing your personal data

The UK’s data protection law allows us to process your personal data where we have a proper reason for doing so. Such reasons
include to fulfil a contract we have with you, where it is in our legitimate interest, where we have a legal duty and when you consent
to it.

a) We rely on the legitimate reason basis in respect of our credit assessment activities described above. We will also share your
data with credit reference and fraud prevention agencies. A legitimate interest is when we have a business or commercial
reason to use your information and this is not unfairly against your interests.

b) We rely on the contract performance basis in order to take steps to enter into a finance contract with you, to service your
facility and to enforce our rights and remedies under those contracts.

C) We rely on the legal duty for processing by collecting information in order to prevent fraud, money laundering and detect
crime, and to verify identity, in order to protect our business and to comply with laws that apply to us. We will also share such
data with fraud prevention and government agencies and authorities. We will also collect information necessary for us to
maintain records as required by government and regulatory bodies.

d) We will rely on your consentwhere

e you request that we disclose your information to others,

e inthe event that we process any special categories of personal data at your request where you are an individual (for
example about your racial or ethnic origin or concerning your political opinions, religious or philosophical beliefs,
trade union membership, genetic data, biometric data, data concerning health, sex life or sexual orientation), and

e To send you marketing communications (see below).

7. Marketing

We may wish to make you aware, from time to time, of products or services which are similar to the ones you have recently taken
out with us. We will only do this if we consider this to be a legitimate business interest of ours or with your consent. If we do this
you may notify us to cease sending these messages at any time.

8. Disclosure of your personal information

We may give information about you and how you manage your account to the following organisations and where we do shall take
reasonable steps to ensure that your rights are protected and that they will keep the information confidential:

a) People who provide a service to us or are acting as our agents. This includes any organisation where we have decided to
outsource all or part of the administration or servicing of your facility including in respect of data storage, direct debit
processing and to debt collecting, tracing and asset recovery agents;

b) Our insurers, auditors and accountants, solicitors, consultants and other professional advisers;
c) To credit reference agencies and fraud prevention agencies (see below);
d) We may also give out personal information about you if we have a duty to do so in order to comply with any legal obligation

(including with any Government agencies or regulators).

On any other occasion where the person or organisation we send your personal information to is located outside of the UK we will
make sure that they agree to apply the same levels of protection as we are required to apply to information held in the UK and to
use your information only for the purpose of providing the service to us.

Fraud prevention agencies may allow the transfer of your personal data outside of the UK. This may be a country where ethe UK
Government has decided that your data will be protected to UK standards, but if the transfer is to another type of country, then the
fraud prevention agencies will ensure your data continues to be protected by ensuring appropriate safeguards are in place.

9. Credit Reference Agencies

In order to assess a finance application, we will perform credit and identity checks on you with one or more CRAs. When CRAs
receive a search from us they will place a search footprint on your credit file that may be seen by other lenders and funders. They
supply to us both public (including the electoral register) and shared credit and fraud prevention information.

If we, or a fraud prevention agency, determine that you pose a fraud or money laundering risk, we may refuse to provide services
or financing you have requested, or to employ you, or we may stop providing existing services to you.

We and other organisations may also access and use CRA information to:

a) assess your credit worthiness and whether you can afford the rental or credit repayments (and are suitable to act as a
guarantor for such payments) ;

b) verify the accuracy of the data provided to us;

C) prevent criminal activity, fraud and money laundering;

d) manage the accounts; and



e) Trace and recover debts

If you tell us that you have a spouse or financial associate, we will link your records together so you must be sure that you have
their agreement to disclose information about them. CRAs also link your records together and these links will remain on your and
their files until such time as you or your partner successfully files for a disassociation with the CRAs to break that link.

Information relating to your applications will be shared by us and sent to CRAs and will be recorded by them. We will give details of
your account and how you manage it to them. We will continue to exchange information about you with CRAs while you have a
relationship with us. If you do not repay in full and on time, CRAs will record the outstanding debt and that you have defaulted.
This information may be supplied to other organisations by CRAs to perform similar checks. Records remain on file for six years
after they are closed, whether settled by you or defaulted. We will also notify the CRAs when you settle your account.

Further information about the CRAs, their role also as fraud prevention agencies, the data they hold, the ways in which they use
and share personal information, data retention periods and your data protection rights with the CRAs are explained in more detail
at

e  https://www.callcredit.co.uk/crain

e  https://www.equifax.co.uk/crain.

e  https://www.experian.co.uk/crain/

The CRA we normally use is Equifax and their details are Equifax plc, Credit File Advice Centre, PO Box 3001, Bradford, BD1
5US or call 0870 010 0583 or visit www.myequifax.co.uk

A record of any fraud or money laundering risk will be retained by the fraud prevention agencies, and may result in others refusing
to provide services, financing or employment to you. If you have any questions about this, please contact us on the details below.

10. Retention of your personal information

The length of time we retain your information will depend on the purpose for which the information was provided. In general,
however:

a) We will keep the information that is necessary to enable us to manage your account and provide you with a service that you
have requested for as long as it takes us to provide thatservice.

b) We will keep your contact details for as long as we have your consent to send you marketing information.

c) We will keep records of your account history for a period that will not usually exceed six years after your
account is closed. This is to allow us to respond to any complaints or disputes that
may arise during that period.

d) Fraud prevention agencies can hold your personal data for different periods of time, and if you are considered to pose a fraud
or money laundering risk, your data can be held for up to six years.

e) We will keep other information about you if it is necessary for us to do so to comply with the law or regulatory requirements.

11. Access to your information and your other rights

The rights set out in this section are set out in the UK GDPR and apply to individuals. We will however seek to apply
the same standards to incorporated bodies.

You have the right to request a copy of the information that we hold about you (sometimes called a “subject access request”). If
you would like a copy of some or all of your personal information, please email or write to us at our above address. This is free of
charge although we can charge a reasonable fee if your request is excessive or repetitive.

You also have the following rights. In most cases we generally must respond within a month.
e You may ask us to rectify information you think is inaccurate.

e You are entitled to request that the personal data we hold about you be erased if you can show that the data (or some of it) is
no longer necessary in relation to the purpose for which it was originally collected or processed by us. This is because it
has been obtained in order to provide finance to you and to service and maintain your account and therefore we would
usually have a legitimate interest in retaining it. There may also be legal or regulatory reasons why we need to continue to
retain it.

e In certain circumstances you have the right to restrict and/or object to certain processing if it meets legal requirements.

e Where we rely on your consent to process your personal data, you may withdraw your consent at any time. However we may
continue to process your personal data if we have other legitimate or lawful reasons to do so. If you withdraw your consent,
we may not be able to provide our products and services to you. If this is the case, we will tell you.

e You have the right to ask us not to use your information for marketing purposes and to stop sending marketing communications.

12. Complaints

You have a right to complain to us if you are dissatisfied in the way that we have handled your personal data. You may contact
us for details of our complaints policy. If you are an individual, you also have a right to complain to the Information
Commissioner’s Office if you are unhappy with the way we handle your data. Their details are Customer Contact, Information
Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, SK9 5AF, telephone 0303 123 1113 or email
casework@ico.org.uk. You can also download and complete a complaint form by following the link at


https://www.callcredit.co.uk/crain
https://www.equifax.co.uk/crain.html
https://www.experian.co.uk/crain/
http://www.myequifax.co.uk/
mailto:casework@ico.org.uk

13.

https://ico.org.uk/concerns/

Contacting us

You may contact us with any questions you may have regarding our privacy policy and if you want information about your
rights. Please contact us using the following details:

404 The Light Bulb, 1 Filament Walk
London, SW18 4GQ

Tel: 0203 769 6518
Email: support@scorebydnd.com


https://ico.org.uk/concerns/

